
1

Brian C. McIlravey

Risk-Incidents: Same Playground, 
Different Castles
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First..Let’s Talk About Boats!!
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Risk & Incidents: Same Sand – Different Castles

Risk & Incidents: Same Sand, Same Castles: Different Properties



4

RISK!

Likelihood!

Impact?
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Risk Management: The Primary Function of Security

Assess, manage and mitigate risk… using existing information.

What happens

How many times it happens

Cost of it happening

Threat

Frequency 

Impact 

How

Why 

(Cause) 
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Incident Types

Natural Events

Tornados
Hurricanes 
Storms 
Floods
Earthquakes

Human Driven Events

Thefts
Assaults
Murders
Bombs
Frauds

Uncontrolled Events

Fires/Explosions
Surrounded Event
Personal Injury Accidents
Industrial Accidents
System Failures

Incidents and Events at Departmental Level

IT HR Risk Management Legal Security           Ethics Compliance             Safety          Environment

What We Know About Incidents
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Remember Me??
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COMPUTING THE OLD WAY
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Copyright © 2014 PPM 2000 Inc.

COMPUTING THE NEW WAY

• API’s

• IP Based Programs

• Data & software in cloud

• Automatic sync

Copyright 2012 Brivo Systems, LLC



INTEGRATED INCIDENT MANAGEMENT
Interact. Communicate. Integrate.

TYPICAL Security Management Process COMPLETE Security Management Process
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PLAN and PREPARE RESPOND and MANAGE DOCUMENT INVESTIGATE

Call Taking

Video Management

Access Control

Patrol & Mobility

Alarms

Response

Dispatching

Reporting

Activity Tracking Cases Investigations

Assignments Escalations Alerts

Preformatted 

Reports

Ad-Hoc 

Queries

Preventative Applications Real Time Applications

Full Text

Search

Business

Intelligence

Link

Analysis

Reviews & Approvals

Incident Reports

Post Event Applications
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Risk Process Relative to Incidents
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Angles of Incident Management
How does Incident Management fit into your risk management program?

The Deming Cycle Angles of Incident Management
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Risk Management

Define Risks (Threats, Frequency, Impact)

Implement Countermeasures 

and Safeguards 

Measure Effectiveness

Take Action Based on Results

Incident Management

+ or -

• Threat Frequency/Event History 

• SLE

• ALE

• Freq Dist

INTERNAL THEFT



Performance Measurement & Risk Management

Define areas requiring measurement-

MEASURE/TARGET

(Reduce Internal Thefts by 30%)

Monitor Actual vs. Targets

Alert on Benchmarks

Measure Internal Theft Incidents

+ or -

Act based on performance in 

relation to benchmark & targets

Determine performance history 

(if average for last four years is 20: 30% 

reduction is approx. 14) 
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PA x (1-SE) x C$ = R$ + SE$

General Security Risk 
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Risks = Threats x Vulnerabilities x Impact

Risks = Threats x Frequency  x Impact

RISK
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We Also See Risk by Color
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2015-2016 ASIS ANSI Risk Assessment Model



Performance Measurement & Risk Management

Define areas requiring measurement-

MEASURE/TARGET

(Reduce Internal Thefts by 30%)

Monitor Actual vs. Targets

Alert on Benchmarks

Measure Internal Theft Incidents

+ or -

Act based on performance in 

relation to benchmark & targets

Determine performance history 

(if average for last four years is 20: 30% 

reduction is approx. 14) 
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How and Why

Cause

Mechanism 

Manner

file:///C:/Users/Brian/Desktop/UC 2016/Outcome Report for Brian_20160224115808.pdf
file:///C:/Users/Brian/Desktop/UC 2016/Outcome Report for Brian_20160224115808.pdf
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What, Where, When
AKA FD, TF, ALE, SLE
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Does the fact that security incidents represent a risk to the enterprise mean we are 
doing enterprise risk management? 

“ESRM uses risk-management principles to manage security related risks across an enterprise. ESRM

does not define an organizational structure. Enterprise Risk Management (ERM) uses risk-

management principles to address enterprise risk issues and often defines an organisational

structure. The security department may be represented within an ERM program if one exists, but

ESRM is simply the processes under which the security department manages security-related risks.”

ERM v. ESRM 
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ESRM highlights the protection of assets and activities such as physical security, 

investigations, crisis management, business continuity, and data protection;

Security professionals are recognizing that whatever risks their organizations face, they need to reach across all 

business units to ensure that every department collaborates with the goals of enhancing security, increasing the 

bottom line, and assisting the organization in meeting its objectives. This is Enterprise Security Risk Management 

(ESRM). It is a vital element of Enterprise Risk Management (ERM), which examines the universe of risks—

financial, strategic, operational, legal, accidental, and so on—that an organization faces.

Incidents and Events at Departmental Level

IT HR Risk Management Legal Security           Ethics Compliance             Safety          Environment
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ERM*
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Security IT         HR     Risk Management     Legal  Ethics         Compliance             Safety          Environment

The Enterprise

Risks based 

on impact to:  

SITES/Assets

ESRM

ERM

file:///C:/Users/Brian/Desktop/Temp Docs/UC16/6051_Tcomm-infographic-01.png
file:///C:/Users/Brian/Desktop/Temp Docs/UC16/6051_Tcomm-infographic-01.png


34

SURVEY SAYS!!!



ALLIANZ RISK BAROMETER 2016



What’s this Ballot Survey Thing!!! 
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Meet Shayne Bates!

Shayne Bates interviews…..Shayne Bates
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file:///C:/Users/Brian/Desktop/UC 2016/Printing/FINAL ESRM ISBG_279_p36-38_low.pdf
file:///C:/Users/Brian/Desktop/UC 2016/Printing/FINAL ESRM ISBG_279_p36-38_low.pdf
file:///C:/Users/Brian/Desktop/UC 2016/Printing/FINAL ESRM ISBG_279_p36-38_low.pdf
file:///C:/Users/Brian/Desktop/UC 2016/Printing/FINAL ESRM ISBG_279_p36-38_low.pdf
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Risk Managed. Workshop – Day II
We dive into……



REAL LIFE - EVENTS OF ALL SORTS OCCUR



RISKSCONTRIBUTING 
FACTORS

IMPACTS
PREVENT / DETECT 

CONTROLS
MITIGATING 
CONTROLS

BUSINESS OBJECTIVES

ASSETSPROCESSES

A PATTERN TO LOOK FOR



LOSS TRIANGLESTEADY 
STATE RECOVERED 

STATE

A
D
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PREVENT RESPOND RECOVERPREPARE

Recovery premium

Recovery deficit

RECOVERED 
STATE

Loss
Triangle

1. Adopt a robust and integrated 

risk assessment approach

2. Detect and respond to events as 

they happen

3. Focus upon high velocity, high 

impact risks
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“Incident management tools Management Systems and PPM 2000 have helped him to manage physical 

and information security incidents. All these tools need to “hook into the bigger aggregators, the

dashboard views of the world.”

Richard says that his company uses risk management software tools which helps manage governance, 

risk, & compliance”

“hook into the bigger aggregators”
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“One of the hurdles we face in the security industry is that while the processes and systems used to collect and 
manage data have improved tremendously, there has been comparatively little attention given to the analysis 
and effective communication of that data. The unfortunate reality is that most of us have put far too much 
stock in flashy dials and graphs that communicate little, and what they do communicate, they do so poorly….”

“Whether it’s determining the effectiveness of new security measures or identifying nuisance alarms, we 
must have enough context to differentiate what is normal fluctuation (i.e. noise) from true trends and 
outliers (i.e. signals)”

Obsessing Over Raw Numbers



50

0

1

2

3

4

5

6

Category 1 Category 2 Category 3 Category 4

CHART TITLE

Series 1 Series 2 Series 3

CHART TITLE

1st Qtr 2nd Qtr 3rd Qtr 4th Qtr

FAKE CHART 1
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Security’s Metric Products

Key Risk Indicators:
How do our metrics enable results

in avoided and prevented risk?

Key Performance Indicators:
How do our metrics provide measurable 

confirmation of reduced risk and 

business process enablement?  

Key Influence Indicators:
How do our metrics influence governance 

policy, business unit accountability and 

personal behavior?  

Key Value Indicators:
How have our metrics demonstrated tangible, 

actionable and measurable benefit to the 

enterprise?

Notice of exploitable security defects 

& lack of business unit engagement 

in protection

George Campbell 

Security Executive Council
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Metrics 

Risk 
Assessments

Process & Event 
Monitoring

Audits & 
Inspections

After-Action 
Reviews

Investigations & 
Post-Mortems

Processes, 
Plans, & 
Budgets

Incident 
Reports

Communicating The Value Story

• Reduced risk & loss attributable to 
security initiatives / reduced cost of 
insurance

• Reduced cost of security-related 
processes and incidents

• Reduced risk to insiders and within 3rd

party relationships

• Increased engagement of employees in 

securing corporate assets

• Assurance of Security response 

effectiveness

• Assurance of regulatory compliance

• Enhanced ability to satisfy customers 

with improved methods of protection

• Reduced risk of attack through more 

measurably effective protective 

measures

• Reduced recovery time from incidents 

• Increased brand protection & market 

penetration attributable to security 

measures

Actionable 

Metrics = The Script

Embedded Data 

& Measures

Focus
• Performance

• Risk

• Value

• Influence

• Engagement

• Bi-Directional

• Improvement

• Compliance

• Service Level

• Customer 

Satisfaction

• Business Alignment

file:///C:/Users/Brian/Documents/PPM Archive/PPMfiles/Legacy PPT/20150323-Metrics-Webinar-PowerPoint-FINAL.pptx#24. PowerPoint Presentation
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RISK, INCIDENTS. Same Sand, Different Castles


