How to Use Content Versioning

Best Practices Guide

Version 4 | June 19, 2014

Aglliance:



How to Use Content Versioning | Best Practices Guide P2

Table of Contents

1.0 What is Versioned CONtENt?.........cooo it e st e e e s bt e e s s abe e e e e s sbreeeenaans 3
2.0 Why to Avoid Draft CoNtent..............oooiiiii e e e e e e 3
3.0 How to Use Content Versioning in Agiliance RiSkViSion ............ccccoooiiiiiiiiiiiii e, 6

L l.
]
®
External Use | Version 4 | June 19, 2014 | © 2014 Agiliance



How to Use Content Versioning | Best Practices Guide P3

1.0 What is Versioned Content?

In simple terms, content that is reviewed and approved is versioned content. Content that is in the process of
being created is called draft content. In other words, draft content is content in a work-in-progress state.

Please note that Agiliance® RiskVision™ does not propagate content changes consistently, if draft content is
used in a program. Some changes will apply automatically without displaying a warning message to the user,
which can create inconsistent results. You will not realize the inconsistencies unless you manually notice them.
Thus, it is undesirable to create draft content.

2.0 Why to Avoid Draft Content

This section describes problems and inconsistencies that you may encounter when draft content is used. We
strongly recommend that you use approved or versioned content in production environments for the reasons
mentioned in this document.

The following issues may occur, if draft content is used in a production environment:

1. The controls and sub-controls associated with an unversioned content pack cannot be deleted when that
content pack is attached to a program.

Step 2: Select Controls and Questionnaires
Content Pack CPDraft is

Identify controls and questionnaires for assessment ;
selected in the program
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2. Ongoing program assessments may not receive the latest content pack changes when new controls and
sub-controls are added to existing unversioned content packs.

[ Group: organization Content > [§] Content Pack: CPDraft » |#, Control: C1Draft «JBack
|*; Control: C1Draft ]j{ Edit
N Title C1Draft
) Agiliance RiskVision: Questionnaire - Mozilla Firefox
Computer DraftAsm Notice that only two Progress: ks 0%
Questionnaire. CPDraft i
subcontrols appear in
[ Automatically go to next the questionnaire All Questions v | Retres
C10rft
Additional Details . Stat
Guidance S e st
References
Tags
Documents 1-30f3
Risks New Subcontrol | | New Automated Subcontrol | | CopyTo | [More Actions.. |»| Filterby[- Show all - || | Refresh |[@
Target Profiles 0 Type Order A Title Description
O s 1 sc1ct New Subcontrol SC3C1 is
D b 2 SC2C1 added to the existing
° content pack CPDraft
o 3 scact

3. Within a draft content pack, modifying the sub-control’'s question directly affects the questionnaire. But,
the ‘Question Changed’ display message may not appear consistently for all assessments.

Wl Group: Organization Content Li Content Pack: CPDraft » |®, Control: C1Draft > | 2 Subcontrol: SC1C1 Q,
. Subcontrol: SC1C1

Question

Name SC1C1
? Question text This question is updated. Subcontrol SC1C1 for control
Help text N/A
Assessment Procedures N/A

Description N/A The Question text of Subcontrol
; SC1C1 is updated and the
Questi Text Bo: "
General uestion type * message "Question Changed"”

b Weight 1.0 indicates that the question is
Reference Numbers N/A

changed
Dependency
Classification

[ Automatically go to next Question 1 of 2

e SC1C1  |Question Changed

This question is updated. Subcontrol SC1C1 for control C1.
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) Group: Organization Content l_i Content Pack: CPDraft i:, Control: C1Draft » |_* Subcontrol: SC2C1
.2 Subcontrol: SC2C1

Question

Name SC2C1
Question text This question is updated. Subcontrol SC2C1 for control C
Help text N/A Though the question text is
changed, the message
o "Question Changed” is not
Description N/A shown in the Question 2 of
Question type TextBox  Questionnaire

Assessment Procedures N/A

General
Question
Dependenc

) Agiliance RiskVision: Questionnaire - Mozilla Firefox

& https://10.11. 1. 130/spc/page /questionnaire. jsp2uid = YWR taW Spc 3R y YXR vcjoONTAZNTKSNGI 3NDI 4NDk20i0xOFEEMTIxNS,

Classificatio] Computer DraftAsmt
Remediatior] Questionnaire: CPDraft
References| [ Automaticaly go to next Question 2 of 2
Tags C1Draft
0/2 Answered Mot Started scac1
Documents
Risks This question is updated. Subcontrol SC2C1 for control C1.

Target Profiles

Controls » [§] Content Pack: CPDraft » |%, Control: C1Draft
::, Control: C1Draft

Title C1Draft
Description N/A
Control Type Predefined Subcentrols
Identifier N/A
Custom String 1 N/A

Attributes

Status N/A Reference Numbers N/A

General Key Control No Weight 1.0

I"

After restarting the assessment,
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Computer raftAsmt Progress: [ 0%
Tags Questionnaire: CPDraft the newly added subcontrol SC4C1
is not shown in the Questionnaire
Documg 1, eomaticaty go to nexe All Questions v | Refresn l
Risks | cipaf ) ‘ Questi L red
0/3 Answered MNot Started r X = - > gon Asianowe
Target{ SC1C1 NiA stan
sc2c1 NiA Start
IC1 NA Start
Type Order A Title Description
’ 1 sc1c1

OooooOoo

The subcontrol SC4C1 is

-
. 2 seat added before restarting
2 3 scac1 the assessment
) 4 sc4c1

P5

4. New controls or sub-controls added to draft content will not show up in the assessment until you restart it.
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5. The ‘Update controls to the latest version action’ will update the assessment with the latest content
changes.

) Agiliance RiskVision: Questionnaire - Mozilla Firefox

‘ Search or enter address |

Computer: DraftAsmt Progress: [ 0%
Questionnaire: CPDraft

[] Automatically go to next All Questions v | Refresh

g}gri\fﬁswered N r X C] A % Question Last answered
SC1C1 NI/A Start
ScC2C1 N/A Start
SC3C1 N/A Start
SC4C1 N/A Start
SC5C1 N/A Start

If you edit a program that is using draft content, Agiliance RiskVision may send false Questionnaire
Change notifications to stakeholders.

3.0 How to Use Content Versioning in Agiliance RiskVision

To avoid all of the previously discussed problems, we recommend versioning the content packs in Agiliance
RiskVision. To do so, please follow the below steps:

1. Start by creating a content pack within Compliance Manager. Click Content - Controls and
Questionnaires > New. Assign a name to the content pack.

Create Content Pack

* = required

Step 1: Content Pack Details

2. Workflow Enter details for Content Pack.

SEL Content Pack Name*

4. Recurrence |cPVersioned

Content Pack Description

I Click to enter text ‘

Rationale/Comment

I Click to enter text ‘

Cance
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2. Associate a workflow with the Content Pack. Workflows define the stages that your content will go
through.

Create Content Pack

1. Details Step 2: Set Workflow

m Optionally select a workflow template that you would like to use. ¥

. define the stages that your content will go through.
3. Ownership

4. Recurrence | CPVersioned v | Create anewtemplate |

Refresh

Select a workflow to create 'émplate Preview:

versioned content # Stage Stakeholders
1 Draft Policy Author
User 1
2 Review Policy Reviewer
User 2
3 Approval Policy Approver
User 3
Deploy Policy Author

3. Configure the owners who can access and modify this Content Pack.

Create Content Pack X

1. Details Step 3: Set Ownership * = required

2. Workflow Configure the owners who can access and modify this Content Pack.

3 ownersnip | ——

4. Recurrence

Additional Owners:

1-20f2

[ Add owners ) Dotte ) Frer o [Showat- ] Rofesh )@
O Name A Type Ownership Type

[0  Administrator User Policy Author

[0  Anusers Team Policy Viewer

! Cancel ) | < Back y
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4. Configure how often you want to review this Content Pack, and then click Finish.

Create Content Pack X

1. Details Step 4: Set Review Recurrence * = required
2. Workflow Configure how often you want to review this Content Pack.
3. Ownership Policy Review Recurrence [ Never )

o o

Notification Email Template = No Email

Cancel <Back m

5. You will see a Ul screen similar to below that you can use to create the content for your Content Pack.
You can type your content or move or copy it from elsewhere in your Agiliance RiskVision server.

1| Content Pack: CPVersioned
\ Title CPVersioned

Description N/A
Rationale / Comments N/A
u Target Entity's Preferred Ownership N/A
Author Administrator
) ' New Control Objective = New Questionnaire = New Control | More Actions... :
-
Type Order A Title Description
Ownership (i} No content available.
Workflow
Recurrence
Tags
Comments
Applications

L} l.
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6. A Content Pack populated with content will look similar to the below screenshot. Click on the Workflow tab

in the left pane.

1| Content Pack: CPVersioned

1-50f5

Title CPVersioned
Description N/A
Rationale / Comments N/A

e Jorae ] e

Ownership
Workflow
Recurrence
Tags
Comments
Applications

u Target Entity's Preferred Ownership N/A
Author Administrator
New Control Obj New Q New Control More Actions...
Description
Extended
W 1 Assessment
Procedures
The Federal ion Security Act (FISMA) requires organizations to develop and implement an o
address information security for the that support the operations and assets of
I by another or other source. The security p mar (PM
2 S8 rity ! the sscumy controls in Kppendix F and focus on the saeurity q that are |l
8] Programs and are essential for managing security prog Organizati
g program plan. The organization-wide security p plan security plans developed fc
the security plans or the individual information systams and the security plan for the information security program ¢
the organization.
3 Management
W] Control Class
4 Operational
Ll Control Class
Technical "
u 5 Control Class Technical Control Class

7. Move the workflow to deployed stage versions of the Content Pack. A sample workflow may have a draft
state where the content is created, after which it is reviewed, approved, and deployed.

£7| Content Pack: CPVersioned

=

General
Ownership
Recurrence
Tags
Comments
Applications

W Workflow:Default Policy Workflow

W 2 Review | 3 Approval | 4 Deploy

Since:
Current Owner(s):
Stage Actions:

Force Transition

2014-06-19 16:12:51

Administrator (Details & )

1 of 1 needed for moving workflow to "Review"

To use your elevated permission to force workflow transitions, please check the check box to force a transition,
and then select the button below for the particular transition that you would like to force.

Submit for Review

p History

Agiliance

Delegate
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8. Restart the workflow by choosing “Restart Workflow” to move the workflow to make modifications, such
as adding, deleting, and importing controls.

Wl Group: Organization Content li Content Pack: CPVersioned «{B
£1 Content Pack: CPVersioned

W Workflow:CPVersioned Restart Workflow
l 1 Draft I 2 Review I 3 Approval w For adding or deletion of
controls/subcontrols, restart the
| [ CPVersioned v] Create a new template workflow, make the changes, and
then finally version the content by
Refresh moving the workflow to the last
) Template Preview: stage.
General # Stage Stakeholders ‘
Ownership 1 Draft Policy Author
Recurrence Review Policy Reviewer
User 2
Tags )
Approval Policy Approver
Comments User 3
Applications D ol

9. Modify the content and recycle through the workflow until the Content Pack has reached a deployed
stage.

Controls . £5) Content Pack: CPVersioned
17| Content Pack: CPVersioned

W Workflow:Default Policy Workflow

M 2 Review | 3 Approval | 4 Deploy ‘

Since: 2014-06-19 16:25:40

F—} Current Owner(s): Administrator (Details %)

Stage Actions: 1 of 1 needed for moving workflow to "Review"

General

Ownership Force Transition

Workfl To use your elevated permission to force workflow transitions, please check the check box to force a transition,
ow > and then select the button below for the particular transition that you would like to force.

Recurrence Submit for Review = Delegate

Tags

Comments ) History

Applications

10. Synchronize the changes to update programs which utilize the Content Pack to the latest version. Select
each program and go to the “Changes” tab. Choose the action to “Update controls to latest version”. After
choosing this action, the Changes menu will be presented, and you can choose the synchronization
options you want. Following this, the program will be synchronized to the latest version of the Content
Pack.
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Assessments | Summary | Changes | Documents | Comments | Findings | Charts | Applications

Dynamic Group Entity Map Updater 2013-08-26 12:12:15
Entities

Entities moved into Dynamic Groups None

Entities moved out of Dynamic Groups  None

Controls

W Changes

Update Controls to latest version: Yes

Clear question results if question text has changed []

Update controls to latest version

Whenever the versioned content
pack is changed, dick Update
controls to latest version, select
options, and then click Commit

Changes
Notify assessment stakeholders
Notification Email template | Questionnaire Change Notification v
Commit Changes

Agiliance recommends enforcing this solution to standardize the content creation process and to ensure

consistent behavior.

Agiliance
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Legal Disclaimer

Trademarks: Agiliance, Agiliance (logo), RiskVision, Agiliance Continuous Compliance
Service, and / or other Agiliance products or marks referenced herein are either registered
trademarks or trademarks of Agiliance, Inc. in the United States and / or other countries. The
absence of a mark, product, service name or logo from this list does not constitute a waiver
of the Agiliance trademark or other intellectual property rights concerning that name or logo.
The names of actual companies, trademarks, trade names, service marks, images and / or
products mentioned herein may be the trademarks of their respective owners. Any rights not
expressly granted herein are reserved.
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